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Abstract. Background. The work is aimed at modern the-
ory of complex system security development in the con-
text of an integrated methodology design for critical in-
frastructure security and resilience (CISR) management
and CISR research systematization of regional socio-
economic systems. The urgency of the study is condi-
tioned by rising requirements for control operators and
means for the purpose of CISR support at the regional
level and the need to improve the regional security man-
agement system engineered on the basis of situational
center network. The objective of research is to develop
the theoretical and organizational-technical foundations
of CISR management of the region as well as to analyze
foreign experience in this field. Materials and methods.
The research is carried out by the example of critical in-
frastructures of the Murmansk region, which is a part of
the Russian Arctic. Three key CISR domains (dimen-
sions) of regional socio-economic systems are consid-
ered: technological, organizational and societal resilience.
The methodological base of the study includes systems
approach, conceptual modeling, and convergence of con-
trol theory, reliability theory, risk analysis, safety and
stability theory methods. Results and conclusions. An
overview of the state-of-the-art research in the field of
CISR management and an analysis of the existing models
and methods applicability to problem-solving in this dy-
namic object domain are carried out. The novel holistic
methodology of CISR analysis and management support
is proposed. A conceptual model of CISR control system
and a technique for resilience assessment of the regional
critical objects and infrastructures have been developed.
The application of theoretical developments will in pro-
spect enhance the features of methods and tools used in
practice to regional security support within the situational
centers of the region, and to specify the information
structure and forms of resilience management of the so-
cio-economic systems as well as methods of risk assess-
ment and analysis of the security violation of regional
critical infrastructures.

Annomauyun. Axmyanvrocme u yenu. Pabora Hampasie-
HAa Ha pa3BUTHE COBPEMEHHOW TeOpuH OE30MacHOCTH
CJIOKHBIX CUCTEM B KOHTEKCTE pa3paOdOTKH KOMILJIEKCHOW
METOJIOJIOT U YIpaBJIeHHs: OE30IIaCHOCTBIO U JKU3HECIIO-
coOHocThIO KpuTHUueckuxX uHppacTpyktyp (BXKXKU) u cu-
cremaruszanuu  uccineposanuii  BXXKHW  pernonambHbIx
COLMAJIbHO-9KOHOMHUYECKHX CHCTEM. AKTyalbHOCTb pa-
0OTBI 0OYCIIOBITMBACTCS BO3PACTAIOMINMHU TPEOOBAHISIMA
kK opraram u cpencrBam obecreuenns bXXKU na perwo-
HAITbHOM YPOBHE U HEOOXOIMMOCTHIO COBEPIICHCTBOBAHHS
CHUCTEMBl YIPABICHUS DPETHOHAJIBFHONH O€30MacHOCTHIO,
MIOCTPOCHHOI Ha 6a3e CeTH CHUTYaIlHOHHBIX IIEHTPOB. Lle-
JIBIO UCCIICIOBAaHUHN SIBIISIETCS Pa3padO0TKa TEOPETHIECKUX
U OpPraHU3aI[MOHHO-TEXHUYECKHX OCHOB YIIPaBICHHUS
BXKKU peruona, a Takxke aHaJiu3 3apyOC)KHOTO OIbITA B
aTol chepe. Mamepuanot u memoowi. VccnenoBaHus
NPOBOASATCST HA NPHMEpe KPUTHUECKUX HH(PacTpyKTyp
MypMaHCKO#l 00JacTH, pernoHa BXOJSIIEI0 B COCTaB
Apxkruueckoil 3oubl Poccun. PaccMoTpeHsl Tpu Kiroue-
Bole oOnmactu (u3meperus) BXXKU perrnoHambHBIX COIH-
ATBHO-PKOHOMHYECKUX CHCTEM: TEXHOJIOTWYECKas, opra-
HU3AIMOHHAS W COIMeTanbHas. Meromonormdeckas 6asza
HCCIICIOBAHMS BKIIIOYAET CHUCTEMHBIN MTOIX0M, KOHIIETITY-
IbHOE MOJIEMPOBAaHNE, KOHBEPTEHIIHIO METOI0B TEOPHU
YIOpaBJICHUS, TEOPUH HAAEKHOCTH, aHAJIM3a PHCKa, TEOo-
puu  0€30MacHOCTH H YCTOWYUBOCTH. Pe3ynrbmamol
u 6b18600bl. [IpoBeeHBI 0030p COBPEMEHHOI'O COCTOSIHUS
uccnenoBanuii B ctepe ynpasiennss bXKW u anamus
MPUMEHNUMOCTH CYLIECTBYIOIIUX MOAENEH U METOJ0B JUIs
peleHus 3a/ad B 3TOH AMHAMUYHON MpoOiIeMHON o0ia-
cru. Ilpemnoxena meromonorust ympasinenus BXKKH.
Pa3pabotansr KOHIIENTYanbHAsT MOJENb CUCTEMBI yIIPaB-
neanss B KKM u merommka OIEHKHM >KH3HECITIOCOOHOCTH
KPUTHUYECKH BaXKHBIX 00BEKTOB U UH(PACTPYKTYp peruo-
Ha. [IpuMeHeHne TeopeTHyecKnx pa3pabOTOK B MEPCIEK-
THBE MO3BOJUT PACIIMPUTH BO3MOKHOCTU HUCIOIb3YEMBIX
Ha IMpakTHKE METOAOB M CPEACTB OOECIEUYEHHUs pEeruo-
HaJIbHOIM 0€30IIaCHOCTH B CHTYAI[MOHHBIX LIEHTPaX PEru-
OHa, KOHKPETU3UPOBATh HH(POPMALIMOHHYIO CTPYKTYpPY U
(hopMBI ynpaBlieHHS! >KU3HECTIOCOOHOCTBIO COIHAIBbHO-
HKOHOMHYECKHX CHCTEM, a TakKXe CIOCOOBI OLEHKH M
aHallM3a PHCKOB HAPYIIEHUS OE30MACHOCTH pPETHOHANb-
HBIX KPUTHYECKUX HHPPACTPYKTYP.
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Introduction

At present, it is necessary to maintain and organize an effective information support of regional criti-
cal infrastructure security and resilience (CISR) management on the basis of threat and vulnerability
sources outpacing monitoring and comprehensive analysis of the regional socio-economic systems to re-
duce different types of uncertainty under decision-making processes in the rapidly changing conditions.
A lot of various emergency situations are arising dynamically in the regional critical infrastructures both
predictable and unpredictable. This leads to increased requirements for modern security support systems
and technologies aimed to improve effectiveness of safety and resilience control of critical objects in the
socio-economic sphere. Therefore, methodology development of the regional CISR management is urgent
and perspective field of research which is facing a whole range of problems caused by crisis situations in
national and world economy, escalation of international relations, conflicts and instability in social and
economic sectors, uncontrolled external threats in military and political areas, anthropogenic impacts on the
environment and natural challenges, etc.

Efficiency enhancement of CISR management is one of the key directions and significant strategic
goals of public policy both at regional and national level in concordance with National Security Strategy of
Russian Federation [1]. To purposeful goal achievement and problem-solving a network of distributed situ-
ational centers [2] was created and expanded as a relevant tool for digital transformation of governmental
management in security and defense areas of socio-economic development. Physically and conceptually
this network is regarded as a backbone part of the regional CISR management system.

Decision support systems are the basis of the information environment of distributed situational cen-
ters for regional security management. The central problem for this class of systems in the field of regional
security and critical infrastructure resilience management is coordination of the control actions preparation
and implementation at different decision-making levels in conditions of decentralized control and external
environment high dynamics as well as taking into account the influence of human factor.

Effectiveness of the regional critical infrastructure resilience management processes is based on the
decision-making information support quality and the results of monitoring, evaluation and comprehensive
analysis of a wide range of heterogeneous security indicators that allow assessing current status of critical
objects and situation in the region, as well as risks of its sustainable development destabilization. In the
context of digital economy it becomes more obvious that these integral indicators used in the decision-
making procedures and management information systems provide possibilities to critical infrastructure re-
silience level measurement and assessment, prediction and implementation of the adequate crisis-proof
measures directed to various negative consequences prevention on the basis of modern information tech-
nologies and computer modeling.

The most acute CISR problems are revealed at the regional level that leads to higher-level socio-
economic system destabilization (national, global, etc.). Therefore, an improvement of the existing organiza-
tional management system of regional CISR is considered as a significant and urgent problem having a strate-
gic importance for state policy of each region and country in general. However, it is up-to-date still far from
being effectively addressed. At present, this problem is especially relevant for the Arctic regions of Russia.

In our study we go towards the theory of CISR and give an overview of its state-of-the-art back-
ground and foundations. Moreover, we discuss conception of critical infrastructure resilience from the posi-
tion of system approach based on security foundations analysis and propose a complex methodology to re-
gional security and critical infrastructure resilience management and information support. Particularly, our
research is carried out by the example of critical infrastructure resilience of the Arctic region, which is in-
fluenced by a multitude of heterogeneous internal and external threats and hazards.

Research motivation and Problem statement

The specificity of regional CISR, as a subject of inquiry, is determined by the following features:
— the heterogeneity of emergency situations arising in various critical infrastructures of regional so-
cio-economic system;
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— the absence of information completeness characterizing the system (situation) status, its external
environment and interaction at the target time;

— the impossibility of full taking into account all the factors (threats) and clearly defining an action
plan for all probable scenarios of situation dynamically changes;

— the various nature, latent character, slow rising and delayed result adjournment of the threat and
danger impact on system functioning that provides a slack for operational and strategic managerial deci-
sion-making, in contrast to the safety management of critical objects under extreme emergency cases;.

— the existence of poorly formalized and difficult-to-automate initial stages of the crisis situation
evolution life cycle in the critical infrastructures of regional socio-economic system associated with the
emergence of potential threats and hazards;

— the presence of variety aspects influencing on managerial decision-making in the field of critical
infrastructure resilience control and regional security support (political, economic, social, organizational,
technical, regulatory and legal, etc.);

— the multi-aspectivity, interconnectivity and high uncertainty of processes taking place in the criti-
cal infrastructures of regional socio-economic system.

Low efficiency reasons of the regional CISR management in the Arctic region of Russia basically are:

— the absence of unified organizational management system of critical infrastructure resilience in
the region, including information infrastructure of regional security control;

— the interaction coordination complexity and, in some cases, impossibility of the organizationally
heterogeneous and geographically distributed security control actors at different decision-making levels;

— the decentralized nature of regional socio-economic system security management and critical in-
frastructure resilience control in the region;

— the diversity and isolated application of methods and tools for automation of regional security and
resilience support processes at various management levels;

— the fragmentary nature of interdepartmental information interaction organizational and technical
regulations under emergency situations and the absence of a unified regional security passport and critical
infrastructure resilience legal standards.

The main key disadvantages of the regional CISR management system in the Arctic region are, first-
ly, the lack of an integrated information infrastructure for regional security control. Secondly, the non-
coordination of decentralized decision-making at different security management levels. And, thirdly, the
rigid centralized security and resilience management scheme implementation in the regional critical infra-
structures under conditions of distribution and organizational heterogeneity of the control actors participat-
ing in the regional security support processes. Centralized security control is ineffective in real conditions
and does not provide the desired effects.

Regional specificities that are individual for each region add to the issues. Such specific features of
the Arctic region requiring regional security and critical infrastructure resilience management system en-
hancement and development are geographical location, relatively sparse population, low stability of ecolog-
ical system due to enhanced climate change effects and slower natural renewal processes, underdevelop-
ment of infrastructure, relative remoteness and distances federal and population centers, skilled personnel
shortage, demographic problems, specificity of economic development and territory exploration, multiple
objects redundancy of military-industrial complex. The great mixture of all these factors determines the re-
gional critical infrastructure vulnerability in terms of emergence of the various types of natural, anthropo-
genic and socio-economic crisis situations. The consequences neutralization of such type of situations re-
quires operational and effective managerial decision-making in exceedingly limited time. This necessitates
a shift to the network-centric control model [3] of regional CISR management.

The solution of this problem is for the most part hampered by the needs of large volumes of semanti-
cally and organizationally heterogeneous information integration, processing and analysis for activities in-
formation support of critical infrastructure resilience management entities, as well as interaction coordina-
tion between them at all regional security control levels. Therefore, a development of the comprehensive
methodology for critical infrastructure resilience management information support as well as an adaptation
of the state-of-the-art security theory foundations and risk-analysis models are needed to efficient problem-
solving specified above.
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Background and Related work

Any society is highly reliant on interconnected infrastructures providing essential services, so-called
vital societal functions [4]. The Arctic region environment with its remoteness and climate conditions illus-
trates the importance of building capacities and capabilities, across several elements, dimensions and do-
mains, to withstand and rapidly recovery from human-induced, technological and natural disasters, or their
combinations. That means that critical infrastructure that support vital societal functions in such environ-
ment need to be particularly resilient and secured.

The rapidly change in world policy and military situation, national economy and climate conditions
introduces new threats and vulnerabilities in regional socio-economic systems, power systems, transporta-
tion systems, communication systems, and other infrastructures. Local, regional and national communities
and authorities, and most notably infrastructure operators, require a realistic estimate of the security and re-
silience level of the available infrastructures, which should meet the expectation, needs and tolerances of
the end-user, being the society.

Hence, in order to assess CISR in the Arctic region, it is not appropriate to only account for the phys-
ical-cyber infrastructure itself. Information and data from several resilience domains need to be merged and
integrated, processed and analyzed, and there is a need to develop suitable models and methods for regional
CISR management and assessment.

According to the European Council Directive a critical infrastructure can be defined as [5]: ”an asset,
system or part thereof Member State which is essential for the maintenance of vital societal functions,
health, safety, security, economic or social well-being of people, and the disruption or destruction of which
would have a significant impact in a Member State as a result of the failure to maintain those functions”.
Several non-EU countries have adopted similar definitions with some variations [6], so this is the definition
used in the current study.

While there thus is some shared understanding what a critical infrastructure is, the definition of resil-
ience is a more contested one. Nevertheless, the United Nations provides a generic definition that is suitable
for our purpose, defining resilience as [7]: “The ability of a system, community or society exposed to haz-
ards to resist, absorb, accommodate, adapt to, transform and recover from the effects of a hazard in a timely
and efficient manner, including through the preservation and restoration of its essential basic structures and
functions through risk management”. In [8] we have developed formalized multiple-theoretical models of
basic concepts: system resilience, critical infrastructure and resilience control system using conceptual
modeling methodology. The proposed inside [8] conceptual model of regional critical infrastructure func-
tioning takes into account threat dynamics and provides its modeling, despite the fact that almost possible
threats are assigned in advance. For each type of threat a complex of protective measures is offered.

With the above definitions in mind, and considering the available data in the Arctic region of Russia,
the objective of our research is to further develop and tailor existing methods and information technologies
to analysis, evaluate and improve regional CISR in Russian Arctic by the example of Murmansk region.
Beside the growing scientific literature on CISR, to our knowledge there exists no serious and holistic anal-
ysis of the subject and related challenges applied to the Arctic regional context. Our study will fill in that
research and practical knowledge gap. Regional CISR management guidelines, based on interdisciplinary
approach and state-of-the-art research, are needed to maintain risk-sustainable development of the Arctic
region.

In order to do that and to narrow the scope to realistic dimensions, there has to be a clear idea on
which domains of security and resilience need to be included in closer scrutiny. In the Arctic regional CISR
context, we believe that three domains are especially important: technological resilience, organizational re-
silience and societal resilience.

The Arctic region is one of its type in the Russia, due to many of its specific characteristics compared
to other regions and northern territories. Yet, in terms of science and societies at large, it is not sui generis
from the point of view of social, natural, engineering or computer sciences, et. al., as is no other region. In
terms of how to manage regional CISR, the best way to approach the Arctic region challenges is to look at
the more generic scientific context and available knowledge first, then apply that knowledge to the Arctic
region. In so doing, we may find some clues and perhaps even solutions that have already been tested else-
where. Yet, while data acquisition and analysis on generic phenomena relating it to the area-related idio-
syncrasies from the Arctic region at the same time, one can contribute to the more generic picture of the
state-of-the-art with some new insights.
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In our case, it is the question about the strive towards a safe and resilient, i.e. risk-sustainable, socio-
economic development of the region through enhancing its CISR. The concept of resilience emerged into
the scientific literature within the ecosystem theory in the 1970s [9-10]. It received a minor attention during
the subsequent two or three decades. From early 2000s onwards, however, the concept was popularized in
many other fields, not least in disaster management and other fields related to safety and security. A socio-
economic system risk-sustainability (“resilient society”) became the new catchword, an umbrella concept
indeed, comparable to, and partially overlapping with, the earlier emphasis on sustainable development for
a comprehensive review of security and resilience literature [11].

While the above-mentioned UNDRR definition of resilience works rather well as a baseline, the con-
cept is much more multi-faceted, competed and in many ways rather vague. Indeed, we could call it as resil-
ience discourse, the exact boundaries of this discourse still being rather obscure and including several sub-
discourses and application areas. In scientific literature, e.g. [12], we may differentiate between several di-
mensions, so-called domains of resilience: community, social, societal, ecological, environmental, econom-
ic, functional, organisational, personal, psychological, cyber-physical, technological, etc. As known, vari-
ous attempts were made to manage regional CISR centrally, but this did not provide the desired effect, since
there are many diverse resilience domains listed above. All of these key dimensions had to be tied together.
In our opinion, an application of network-centric control approach is a convenient way to address this com-
plex problem, because it most adequately reflects to real nature of the socio-economic system resilience
management and takes into account the decentralized character of regional security support processes, both
in terms of functional structure and control actor composition.

Due to the penetration of the resilience concept into multiple disciplines, its theoretical basis remains
rather versatile, and even contradictory. For social scientists, it is mostly about adapting to the changes in
the society. This debate is characterized by those who, on the one hand, see the resilience discourse as part
of a neoliberal tendency, as transferring responsibilities of the public authorities to the civil society and citi-
zens, in the context of further privatization of welfare and other services. On the other hand, those who see
this development by contrary as emancipation of the citizen, adding to their self-adaptive capacities and
survival strategies. For spatial and urban planners [13], resilience is usually about “resilient design”, focus-
ing on preventive planning against disaster consequences, as well as community ownership and empower-
ment issues for the same goal. In the field of engineering, over the last 1015 years, “resilience engineer-
ing” has been proposed to deal with safety and security in socio-technical systems. The intention, as stated
in [14], is to “enable systems and organisation’s to continue to operate in the face of unforeseen large scale
demands, as well as to improve their everyday functioning”. In practice, this means to find ways to measure
the protective, adaptive and restoring capacities of systems, in order to enhance them [15, 16]. The main
problem is how to put these different theoretical and methodological subjects and concepts together. This
problem-solving consists in the framework of resilience dimensions (security domains) integration that is
helpful in the way of focusing on different but related actors, such as public authorities, civil society, infra-
structure owners and operators for the efficient network-centric management of regional security and resili-
ence.

Our analytical survey of the domestic scientific literature and experience showed that systemic basic
research on the regional CISR problems in Russia have not been previously carried out. This also applies to
the Arctic region and socio-economic and environmental safety management of its critical objects. Domes-
tic publications for the most part touch upon the issue of individual dimensions of the critical infrastructure
security and socio-economic system resilience with varying level of problem domain detailing based on
system approach principles, control theory, reliability theory, risk analysis and safety methodologies. Thus,
[17-19] analyze and discuss a wide range of problems and issues of the theory and practice of critical infra-
structure security violation risk management as well as certain resilience aspects of socio-economic system
critical objects in conditions of the uncertainty and incompleteness of source information for decision-
making. Appropriate models and methods are proposed for various relevant applications in the field of
comprehensive security of critical infrastructures. The recommendations for safeguarding of the critical in-
frastructure objects from the natural and anthropogenic emergency situations, as well as for taking into ac-
count the impact of human factor within the risk assessment and analysis of critical infrastructure function-
ing by the example of system research and development of the regional security and social resilience
management support, are given. The distinctive feature of domestic studies as compared with foreign re-
search is the point of view on resilience and security of the socio-economic systems and processes studied.
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Thus, foreign researchers are focused on the personal and civil society point of view in analysis of the criti-
cal infrastructure security problems, while Russian scientists often abide by state and national interests in
these issues.

A wide variety of methods is observed in the theoretical base of basic research on the CISR control
problems. Generally, the methodology for CISR research and analysis has overlaps in methods used within
the other scientific disciplines: reliability theory, risk management, security control, sustainable develop-
ment, crisis management, viability theory, stability theory, system safety, acceptable risk conception, etc.
These fields of research have made an essential effect on the fundamental formation and development of
the theory of critical infrastructure resilience. Thus, the position of critical infrastructure resilience theory
among the specified scientific concepts can be represented as a symbiosis result of the corresponding field
of knowledge. On the basis of mentioned scientific paradigms and control theory foundations we have de-
signed a generic conceptual model of the regional CISR management system, including control object, reg-
ulator, external environment, input and output resources, data flows, system state evaluator, etc. This con-
ceptual model is schematically shown on Figure 1. Figure 1 also illustrates the main steps of security and
resilience control algorithm and accounting of various factor impacts occurred in management process.
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Fig. 1. Conceptual model of regional CISR control system

In the general case, a choice of particular method for critical infrastructure resilience and security
analysis and control depends on the measuring of system resilience domain on which the each individual
researcher focuses his or her attention (e.g. community resilience, societal resilience, human resilience,
economic resilience, environmental resilience, technological resilience, organizational resilience, cyber re-
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silience, etc.). Within the bounds of the given measurements of critical infrastructure resilience separate
systems, processes and phenomena are studied that are most significant for specific problem-solving under
research. At the same time, in most cases coherence and associations of the studied type of system resili-
ence with other components of critical infrastructures are omitted from the consideration and analysis.

CISR conceptual domains

While the definitions differ and overlap, technological, organizational and societal domains are most
notably connected to our research subject and objectives. To keep these domains analytically separate is
justifiable as they are crucial in defining which actor is responsible for a certain type of resilience action.
Technological and organizational resilience domains are the most important ones from the perspective of
regional critical infrastructure operators. The societal domain cannot however be ignored as critical infra-
structure operators are obliged by government regulation, and in the event of a major disturbance, they are
in direct relation with emergency services and the clients. Finally, the critical infrastructure is supposed to
secure vital societal functions, first and foremost, to the regional socio-economic risk-sustainable develop-
ment and society at large. Therefore, technological, organizational and societal resilience domains are tight-
ly interconnected and provide joint risks and challenges for critical infrastructures of regional socio-
economic system declared above and taking into consideration under our discourse.

Let us take a closer look at these three interrelated resilience domains that cover most of the issues
related to CISR of the Arctic region, as well as their overlapping area of risks and challenges.

Societal resilience refers not only to public policy and services related to infrastructure or related vi-
tal societal functions, but also to the ability of social groups and the society at large to cope with external
stresses and disturbances as a result of contingencies. It is thus related to the needs and tolerances of the
community, which is dependent on the service provided by critical infrastructure. Having this information
the regional critical infrastructure operators could set their minimum required service levels required from
them. Closing the gap between public expectations and the actual service level provided, can be solved
through effective communication, illustrating the bi-directional link between a resilience assessment in
technological and organizational domains, on the one hand, and societal resilience, on the other hand.

There exist many efforts to define societal resilience (or social, sometimes community, although de-
fined in a various ways), and there can be found a lot of good practices of resilient communities. In any
case, the focus in societal resilience is on the problems of local communities when it faces crises, emergen-
cies or disasters, where critical infrastructure, or its service disruption, may or may not play a crucial role.
Yet, even if the source of a disaster is the disruption of critical infrastructure service, the question is not
usually on absorptive but adaptive capacities toward these critical infrastructure disturbances. Often societal
resilience research is connected to bio-socio-economic issues and social capital.

There is no one, agreed-upon metrics to evaluate societal security and resilience. Moreover, many of
the societal resilience approaches are very generic ones, and thus difficult to handle. While quite a few ef-
forts to develop societal resilience indicators and indices exist e.g. [20], they often only list socio-economic
or institutional-political indicators at a very general level. They typically present a set of indicators for
measuring baseline levels of community resilience. These can include a number of elements of society that
are supposed to measure security and resilience, such as: educational equity, age structure, transportation
access, communication capacity, language competency, special needs, health coverage, place attachment,
political engagement, social capital in terms of religion, social capital in terms of civic involvement and ad-
vocacy, innovation, cohesiveness and trust, societal relationships, contentment with life, conflicts, commu-
nication between stakeholder groups, power and political structures, engagement of young people, respons-
es to and opportunities for influencing change, learning and knowledge, knowledge utility and transfer
(learning from experience), participation in decision-making, engagement of community resources, stake-
holder agency, etc.

At best, in terms of concreteness, the scientific literature on societal security and resilience suggests
indicators that reflect the emergency management and self-assistance capacities of the community. Occa-
sionally, one can find efforts to consider the linkage between infrastructures and social systems [21], argu-
ing that there is a need to link physical systems and human communities in order to measure and enhance
societal security and resilience. From the perspective of regional CISR and related disturbances, it has how-
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ever been emphasized at least three essential criteria or guidelines that should be taken into account: know
the public stakeholders and their expectations; meet expectations; share disaster-related information [22].

Organizational resilience refers to the sectors, organizations and institutions that manage the regional
critical infrastructures, including processes of organizational capacity and capability, planning, training,
leadership, communication, etc. Organizational analysis is most often done qualitatively, but can in some
cases be transformed to quantitative or semi-quantitative scales.

In the field of organizational resilience, there is a growing body of scientific literature that literally
aims at developing indicators to measure an organizations resilience, e.g. [23], as well as a number of na-
tional and international standards ISO 28002:2011, ISO 28004:2014, etc. In fact, the first resilience stand-
ards are related to organizational resilience. Thus, the ISO 28002 standard for resilience in the supply chain
was approved in 2011, based on the U.S. ANSI/ASIS.SPC.1:2009 organizational resilience standard.

The focus of this literature is primarily on organizations that own and manage regional critical infra-
structure facilities. The purpose is to measure the ability of an organization to withstand disturbance of re-
gional critical infrastructure facilities and maintain or quickly regain function. In practice, this takes place
mostly in self-auditing manner, motivated by self-interested profit-seeking in terms of business continuity,
although also public good considerations might be taken into account, at least for the sake of possible repu-
tation costs.

To be safe and resilient, organizations must take into account such factors as strong and flexible
leadership, an awareness and understanding of their operating environment, their ability to adapt in re-
sponse to rapid change, etc. Yet, while at the first sight, this is a rather straightforward process, and as such
suitable for standardization, it becomes more complicated due to the fact that social and cultural differences
must be considered. Also such indices as innovativeness, creativity and improvisation skills of the organiza-
tion leadership are often put forward, which however are rather difficult to measure, except post factum.

Technological resilience (sometimes technical or engineering) refers mainly to the physical proper-
ties of the regional critical infrastructures, focusing on their ability to resist damage and their loss of func-
tion during an over-stress situation. Technological security and resilience looks the issue at stake from an
engineering point of view. While technological resilience includes elements of organizational resilience,
and these two domains in a way require each other in many cases, the main difference is that resilience is
achieved by technological rather than organizational solutions.

The main actors in the context of this domain of regional security and resilience are critical infra-
structure operators, that is, those very facilities that produce the critical services. The role of authorities
might be to regulate or control that the technical standards are followed. Furthermore, in most cases, the in-
house technological or engineering capacities and capabilities of a service producer are not enough, but one
has to rely on manufacturers or vendors for resilience-related technological solutions.

There is no officially approved definition of technological resilience in the context of regional critical
infrastructure security in terms of international standard. However, a certain level of consensus has been
emerging in the related scientific literature. From the standard definition of security, including resilience,
one can already derive the main elements of technological resilience. If a resilient infrastructure is a com-
ponent, system or facility that is able to withstand damage or disruption, but if affected, can be readily and
cost-effectively restored, then there are three key technological concepts in resilience that should be de-
manded from a resilient critical infrastructure: resistance, absorption-adaptation (minimizing the conse-
quences of disruption) and restoration capacity. Resistance could also be described with the term robustness
[24], which is the ability of a system to resist or withstand an extreme event of a given level and still main-
tain some degree of system function.

Every engineering solution is naturally one of its own kinds. Yet, already this rather minimalist defi-
nition provides us a rather straightforward understanding about what are the general attributes or elements
could be measured in respect to resilient infrastructure — especially from a technological perspective.

In modern literature on technological security and resilience, one can find more or less detailed ty-
pologies and indicators [25-27]. In fact, [28] provided already early on a typology of the resilience aspects
of an earthquake that could be applied to critical resilience as well. This typology included four levels: ro-
bustness, redundancy, resourcefulness and rapidity of recovery. This typology, in turn, has been repeated
with some variations in most definitions of resilience. For instance, the politically influential definition [29]
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includes four factors: robustness, which is the ability to keep a critical infrastructure operating or stay standing
in the face of disaster; resourcefulness, which means a skilful management of a disaster once it unfolds; rapid
recovery, which refers to the capacity to get things back to normal as quickly as possible after a disaster; and,
finally, learning, that is, the ability to absorb new lessons that can be drawn from a catastrophe [26].

Often when one approaches technological resilience it is illustrated by the so-called resilience trian-
gle [30], which expresses performance loss in function to time of recovery. Increased resilience means that
the triangle space will be reduced, and, hopefully moved to the right to enhance time for preparedness
measures. By definition, this triangle presupposes the phase before any disruption, that of a downward
curve and the upward curve, and last, post-disruption phase when the service level has been restored. In
some fields, such as urban planning, the idea of “rebuild it better” is applied, thus the starting performance
level becoming higher as it was before the incident. Thus, local communities may use a disaster as an oppor-
tunity to regenerate an area. In pure technological fashion, which however captures the essence of security and
resilience in many ways, Figure 2 illustrates this “resilience triangle” function as reproduced in [31].

Performance (Q)

A Incident

! _

Adaptation

A ————

Anticipation

Recovery

Response +
absorption

>

Time (t)
Fig. 2. Resilience triangle function: performance loss and recovery [31]

Regional CISR management technique

The question arises how we can evaluate regional CISR, and through that, enhance it. How to make
the Arctic region more secured and resilient, especially those elements that are related to vital societal func-
tions and socio-economic sphere of development, in order to “meet the basic needs of the population and
society” and those “services and supplies” that have to be maintained in order to meet needs [4].

To address this problem a systematization and development of the CISR network-centric management
system in the Arctic region is basically needed by preparing and implementing fundamental and practical
guidelines (namely, holistic methodology), which, on the one hand, draw on the generic CISR foundations
but, on the other hand, are tailorable to the specific regional conditions, taking into account the emergence of
dynamic changes and challenges that Arctic specificity and external environment are bringing.

To assess and improve regional CISR, a step-by-step guidelines, inspired by ISO 31000 risk man-
agement standard (ISO 31000:2018, ISO 31000:2009) and applied to CISR in more generic contexts ac-
cording to IEC/FDIS 31010:2019 standard, can be used and adopted to the Arctic regional environment. By
mapping CISR against the widely approved and applied risk management standard, and using the same
terminology and structure, has its advantage in that many organizations and institutions already are familiar
with it. The approach thus enhances the current risk management, prevention and preparedness practices by
adding the CISR component to it, and in so doing, enhances and systematizes especially the during-and-
after contingency management and overall resilience of the community, its vital functions, and societal and
infrastructure elements that these functions are dependent on. The main phases and elements of this kind of
approach are illustrated in Figure. 3.
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Fig. 3. Steps and components of regional CISR management technique

In the above illustration of the regional CISR management and assessment process, the following
definitions are used:

— regional CISR management is the name of all of the coordinated activities to defined the below
processes;

— regional CISR context refers to establishing the basic parameters for CISR assessment, taking into
account the regional specificity and especially creating a shared understanding about the risks that might
play out at the all levels of management;

— regional CISR analysis is the process to comprehend and to determine the level of regional securi-
ty and resilience;

— regional CISR evaluation is the process of comparing the results of the regional security analysis
with criteria or objectives to determine whether the level or resilience is acceptable and to identify areas for
improvement;

— regional CISR treatment is the process of developing plans for enhancing regional security and re-
silience, focusing on the absorptive, adaptive or restorative capacity of socio-economic systems.

Novel holistic methodology of CISR management support

Regional CISR management is multifunctional in its structure and generally includes such control
functions as targeting, strategic planning, operational management as well as control, accounting, monitor-
ing and coordination functions. Therefore, information and analytical support of CISR management is a
complex and multidimensional problem.

To address this issue we propose a methodology and model suite that provide workflow automation
and interaction consistency of the critical infrastructure resilience management actors and entities at all de-
cision-making levels (strategic, operational and tactical) at the expense of appropriate information support
and coordination of the regional security network-centric control based on application of autonomous soft-
ware agents and simulation tools. Our methodology is designed on the basis of methods integration for con-
ceptual, system-dynamic and multi-agent modeling of multi-level distributed systems [32].The methodolo-
gy and its principal components are schematically represented in Figure 4.
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Fig. 4. Holistic methodology of CISR analysis and management support

The methodology tool framework includes following developed models and methods [32]:

1) Modeling tools:

— An integrated conceptual model of the multi-agent information environment for regional CISR
which is a formal framework for automation and simulation of regional CISR management processes. For-
malized models of the regional security problem domain and the executive environment for information and
analytical support of critical infrastructure resilience control are combined within the model. For practical
applications the model is implemented as an unified OWL-ontology used in decision support system of re-
gional situational centers.

— An agent-based multi-level recurrent hierarchical model for risk-sustainable development man-
agement of regional socio-economic systems. The model is designed to network-centric control coordina-
tion of regional CISR. The model specificity consists in the use of functional-target technology and mathe-
matical apparatus of hierarchical multi-level system theory for the purpose of coordination procedures
implementation of local network-centric managerial decisions. The model combines coordination tech-
niques by unleashing interactions and agent coalition formation at various control levels.

— A set of simulation models for risk and failure prediction of the regional CISR based on the origi-
nal metrics derived by a number of groups convolution of the generally accepted reliability indices. The
model suite provides both derivation of the integral estimate of regional CISR, and assessment of its indi-
vidual components.

— A functional organization model of the intelligent agents having hybrid architecture with built-in
simulation apparatus. The simulation apparatus corresponds to a complete or simplified model of the agent
functioning environment recurrently evoked during the modeling process and provides a local forecast of
results of the agent potential activity. System-dynamic models are used as a framework of agent simulation
apparatus engineering and implementation.
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2) Methodical tools:

— A method for automated synthesis of the multi-agent model specifications of organizational struc-
tures for regional CISR management under emergency situations of various types. The method is based on a
joint analysis of the semantic description of solving control problems, information resources and agent ser-
vices. The method provides dynamic formation of agent coalitions and associated virtual resources that are
appropriate to the security management problems being solved.

— A method for a comprehensive assessment of the integral security and resilience indices of re-
gional socio-economic system critical infrastructures based on matrix formation and analysis of the CISR
metrics (indices) and providing an indicated assessment of regional security and critical infrastructure resil-
ience under various regional development scenarios on the basis of expert-simulation modeling.

— A method and tools for multi-agent virtualization of regional CISR management process provid-
ing purposeful behavior adaptive modeling of each security control actor as an autonomous pro-active agent
with its own interests and goals at all decision-making levels. The method is based on multi-agent and onto-
logical modeling toolkit enhancement by means of implementation the agent simulation apparatus and se-
mantic-driven integration of heterogeneous information resources and services.

— An agent-based technology for information monitoring of regional CISR threats and failures using
autonomous software agents and special sensors for data acquisition and processing.

— A multi-agent technology for dynamic synthesis and configuration of the virtual environment of
regional CISR based on the agent self-organization models and algorithms.

3) Software Tools:

— A peer-to-peer agent platform for distributed modeling of regional CISR management and soft-
ware agent functioning support of the heterogeneous security control actors. The platform is designed on
the basis of a service-oriented architecture.

— A software multi-agent system for information support of regional CISR management, which pro-
vides formation of virtual organizational structures for safety management in the region.

— A software trainer-simulator complex for modeling, forecasting and scenario analysis of the criti-
cal infrastructure functioning and development of regional socio-economic systems, which allows assessing
and studying the dynamics of regional security and resilience indices.

— A multi-subject-domain web-oriented information system Ru-Arctic, which implements a unified
access point to information environment (i.e. shared resources and services) of the regional CISR.

— Professional social network BarentsNet, which provides an automated search and selection of
CISR control actors and their joint virtual cooperation within the distributed information environment of the
region.

— A trainer-simulator tooling suite «Virtual Cognitive Center» intended for distributed expert-
simulation modeling of emergency situations development in the regional critical infrastructures and net-
work-centric control coordination of regional socio-economic system security and resilience. Technologi-
cally, this virtual management-simulator is implemented as a hybrid cloud service, e.g. SaaS (Software-as-
a-Service) or laaS (Infrastructure-as-a-Service).

The methodology provides wide and flexible possibilities to bundled software and modeling tools engi-
neering for multi-agent network-centric information environment implementation of the regional CISR man-
agement. This software and model suite can be used to a range of practical control problem-solving in the field
of CISR information support of the Arctic region as well as in other critical applications of regional socio-
economic system risk-management (economic, ecological, personnel, social, political, military, cyber, etc.).

Conclusion

Prevention and control of the regional CISR is a novel and prospective problem domain for research-
ers and developers in the field of risk analysis of complex systems. Our study shows that today it is a dy-
namic problem domain, which is characterized by the complication of existing and the emergence of new
control problems of regional and higher-level socio-economic systems. These problems are essentially re-
lated to the need of accident prevention and security ensuring in the all spheres of public relations that con-
dition on toughening of existing and forming of fundamentally new safety requirements and standards for
managing means and technologies of socio-economic system resilience. In our opinion the effectively solv-
ing of these problems first of all requires applying and development of network-centric framework to in-
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formation support system engineering for management of regional CISR, methods for decentralized control
coordination in multi-level distributed safety systems, managerial decision-making processes virtualization
technologies based on multi-agent approach, methodology for dynamic model conceptual synthesis of com-
plex systems, implementation mechanisms of intelligent cyber-physical systems, etc. The integration of
specified toolkit within the unified instrumental base will provide through-driven design of the sufficient
holistic methodological approach to engineering and implementation of information and analytical support
tools appropriated to regional CISR management problem-solving.

The proposed background and developed methodology to control, prevention and analysis of regional
CISR based on combination and partnering of conceptual, system-dynamic and multi-agent models and
methods for decision-making information support provide:

— identification, evaluation and diagnostic situational analysis of the internal and external threats
and vulnerability sources of the regional CISR;

— comprehensive risk assessment of regional CISR and prediction of its consequences;

— continuous monitoring and prevention of CISR indicators representing regional critical infrastruc-
ture functioning status to the timely threat-driven counteracting and consequence eliminating of its negative
impacts on socio-economic development of the region;

— situational awareness analysis and assessment under conditions of uncertainty to selection and co-
ordination of joint control actions under appearing emergency situations;

— synthesis of security management scenarios and formation of guidelines for decision-makers to
efficiency enhancement of regional critical infrastructure resilience control and implementation;

— flexible adjustment and automated configuration of knowledge-based decision support systems
for CISR management in the framework of regional situational center network.

Further research and developments in the problem domain discussed upon will provide wide oppor-
tunities to solve a whole range of specific fundamental and applied problems related to CISR on-line con-
trol, prevention, strategic planning and information support both at regional, national and higher levels.
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